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STATEMENT OF JACK RI LEY BEFCORE THE LI TTLE HOOVER COVM SS| ON

| NTRODUCTI ON

I have been asked to coment on the state’s vulnerability to
terrorism For mny purposes, vulnerabilities are defined as
organi zati onal, operational or physical weaknesses that, if exploited by
an adversary, woul d cause substantial harmto public health and safety.
Al so, ny analysis of vulnerabilities is confined to public
infrastructure, such as water systens, the electrical grid and so forth.
So, not only was the analysis that | amtal ki ng about conpl eted before
the attacks on Septenber 11'", but we did not assess the vulnerability
of iconic targets such as the World Trade Center. Finally, we confine
our analysis to threat sources that have denobnstrated the interest or

capacity to exploit such vulnerabilities.

THE TERRORI ST THREAT I N CALI FORNI A
Anal ysis of historical terrorismdata reveals sone trends, both

nationally and within California.
Wth the fall of the Berlin Wall came the death of the |eft-
wi ng ideol ogies for nmobst groups. This reduction in the role
of leftist novenents has neant that there are | ess
‘professional’ (full-tinme) terrorists.
Unlike the left, right-wing ideologies continue to notivate
operations and spawn new groups.
Violent actions are increasingly ideologically centered on
i di osyncratic issue-oriented thenes.
Groups operating in California, |ike those across the nation,
are utilizing nore ‘| eaderless resistance’ type tactics
Increasingly, activists are notivated by religious or
t heol ogi cal inperatives that are not seen as legitimate to
many with nodern or post-nodern worl dvi ews.
Sharing simlarities with groups acting on religious

notivations, there has been an increase in cultic groups, or
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those that act based upon a particular individual's
charismatic | eadership
Political activists appear to be attacking |less frequently,

yet their strikes are increasingly |ethal

These trends notwithstanding, the odds are relatively |ow that
California will experience an act of terrorismagainst its critica
infrastructure, the cyber elements of critical infrastructure, or the
agricultural sector, that results in substantial |oss of human life.
This may seem |i ke an odd or bold assertion in the face of the 9/11
events, but it is based upon a conbination of factors, including:

The historically lowrates of major terrorismin the United
States and California (the trend or factor which has changed
t he nost),

The infrequency with which terrorists worl dw de have
committed acts of terror against these targets
(infrastructure and cyber infrastructure) or enployed these
nmet hods (cyber and agricultural terrorisnm) (note that public
transportation is the single npst inportant exception),

The relatively low vulnerability that nost of the critica

entities exam ned for this study have to terrorism

Certainly, we nust expect terrorismto occur in California within
the com ng decade. However, evidence indicates that npst acts agai nst
infrastructure are likely to be mnor in nature and substantial threats
to public health and safety will be few

While there is cause for optinmismin the near future, there are
factors that could change the assessnent. |ndeed, our assessnent
i ndicates that the |ikelihood of conventional terrorism (using explosive
devi ces) against infrastructure targets is low Simlarly, enploynment of
Weapons of Mass Destruction (WWD) is unlikely (the recent anthrax
attacks do not have WVD-|i ke effects). Although these weapons have
potentially high-consequence effects, terrorist groups are likely to
continue to lack the technical sophistication required to deploy them
and the reasonably wel | -devel oped intelligence networks required nonitor

t hem
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Cyber (or conputer-based) and agricultural attacks, however, may
not be as difficult to enploy. Both nay be viewed as relatively low risk
to the perpetrators, but produce potentially high payoff in ternms of
consequences and inpact. OF the two, cyber attacks nay be the nost
appealing to terrorist groups, as they can be nore easily directed
agai nst traditional targets, such as specific individuals, facilities or
organi zations. Agricultural attacks may be |l ess likely because they
generally require groups to attack untraditional targets (e.g., animals
and crops) or take on new or energing policy issues, such as genetically

nmodi fi ed food.

CALI FORNI A' S MAJOR VULNERABI LI TI ES

For purposes of this work, California s critical infrastructure
i ncl udes power generation and transm ssion facilities; oil and gas
production and distribution facilities; water treatnment and conveyance
systenms; transportation and distribution systens; highways, railroads

and ports; and general and specialized acute care hospitals.

Power Generation and Distribution

Most observers and industry officials interviewed for this project
agreed that, under npst circunstances, attacks on California's
el ectrical grid would not produce | asting, catastrophic effects. Well-
timed attacks that occur at periods of peak demand (either daily or
seasonal |l y) could heighten the inpact and |lengthen the time that effects
of an attack are felt. Simlarly, attacks on critical nodes could
I engthen the tine to recovery and restoration of service. One inportant
point is that publicly avail able docunents contain nuch of the
i nformati on needed for individuals or groups to determ ne how to

substantially disrupt power delivery.

O and Natural Gas Facilities

The anal ysis revealed that many oil and natural gas installations
are not well protected. Indeed, npst are exposed, unguarded, easy to
attack, and have the potential to cause physical destruction,
casual ties, and environnmental danmage. This is particularly true of

facilities |located near water supplies, urban areas, or other such
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| ocations. OF particular potential concern are attacks on chenica
production facilities. Refineries use nunerous toxic chemicals and
attacks have the potential of releasing theminto the atnosphere and
wat er supply. A toxic chenmical plume resulting fromfire or explosion
woul d I'ikely have a | arger inpact on public health and safety than a
sinple fire or explosion at refinery, since the consequences of the

latter mght largely be confined to the refinery grounds.

Water Facilities

Water facilities such as |arge dans have relatively | ow
vul nerability to physical destruction because they are engi neered to
wi t hstand substantial natural disasters, including earthquakes. Snaller
dans, reservoirs, and aqueducts are nore vul nerable to physical attack
The consequences of such an attack woul d depend on a number of factors.
For exanpl e, destruction of key conveyance or punping systens during a
drought coul d i npose significant social costs. Ecological terrorism
agai nst the Bay-Delta region would inperil a substantial portion of the

state’s water supply.

Surface Transportation

Fi ndi ngs indicate that npst attacks on surface transportation
systenms woul d be relatively unconplicated to execute. Surface
transportati on nodes, particularly public transportation, are not
protected. Terrorists have targeted public transportation in cities such
as Paris and London. Transportation routes such as roads and railroad
tracks run for mles through unprotected, and in some cases hard-to-
reach, areas. Trains and trucks often carry hazardous materials that, if
rel eased, could cause substantial disruption and pose serious health

hazar ds.

Health Care Facilities

Li ke surface transportati on nodes, nost health care facilities
appear to be very vulnerable to terrorism Mst have nmininmal security,
and popul ations of immbile clients. Neverthel ess, there are few
exanpl es of terrorists attacking health care facilities. Were such

attacks to occur in the future, it is reasonable to assune that they may



-5-

be in conjunction with primary attacks on other targets. The purpose of
targeting health care facilities may be to inpair the ability to respond

to the primary attack

Cyber Infrastructure

Most conponents of the cyber infrastructure that relate to physica
infrastructure were found to have substantial protection neasures in
pl ace. Mpst mmjor systens are isolated fromlarger conputer networks and
many have multiple layers of firewalls and other conventional protection
mechani sms. I n interviews, many system adm nistrators reported
conducting frequent penetrability tests. Mst such tests, however, do
not appear to be independently conducted.

Most of the state’'s critical cyber infrastructure maintains high
| evel s of human oversight and invol venent. Staff in charge of operations
and nmonitoring at various facilities report willingness to intervene
when cyber indicators provide suspicious informtion. Mst systens for
critical cyber infrastructure appear to use custom products instead of
commercial off-the-shelf (COTS) software. This approach likely affords
additional protection by limting the systens’ vulnerability largely to
insiders fam liar with these custom products. In contrast, the
vul nerabilities of COTS software are nmore |likely to be known by
unaut hori zed users, such as the “hacker” comunity.

Qur conclusion is that nost of the vital cyber systems regulating
California critical infrastructure are quite secure fromterrorist
attack. One cautionary note, however, is that we used avail abl e sources
of information to identify and characterize the critical physica
infrastructure of the state. The sane information we accessed is
avail able to individuals and terrorist groups, who nay use it as a road
map for designing cyber disruptions, decide which critical systems to

target, and when to target them

Agricul ture

Al t hough agricultural terrorismhas rarely been enpl oyed,
California s human food chain — like that of the rest of the United
States — remmins vulnerable to attack. Relatively few ani mal di seases

are both zoonotic (transnissible fromanimls to humans) and highly
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virulent in humans. Thus, agricultural terrorismwould nost |ikely have
consequences for animal stock rather than humans, although this would
bring substantial consequences for the state (primarily econonic)
Presently, California |lacks the capacity to address sonme of the
nore serious consequences of agricultural terrorism particularly:
Mass sl aughter operations and carcass di sposal for |arge
ani mal s1;

Forensi c investigation of disease outbreaks.

In addition, the state generally has few indicator and warning
mechani snms at its disposal with respect to ani mal diseases. A further
conplication is that it is generally difficult to diagnose nany ani nal
di seases, particularly in their early stages. For exanple, foot-and-
nmout h di sease, a deadly and virulent infection of cloven-hoofed aninals,
| ooks strikingly sinmlar to the early stages of bovine vesicul ar
infections. The latter disease is nore easily nanaged and not as
devast ati ng.

During our interviews, state animal health officials were unable to
of fer practical alternatives to the current system of diagnosis and
reporting. Many state officials felt that private firms would reject
nore aggressive and intrusive di sease nonitoring nmechani sns. The
of ficials were concerned about these issues, but felt constrained by the
many i nherent difficulties in diagnhosing disease and the practica

realities of nonitoring large, private firns.

M TI GATI ON STRATEG ES

Despite California’s low vulnerability to terrorism there are ways
to further reduce that threat. O particular policy rel evance are
mtigation strategies that serve dual purposes. That is, it may be
difficult to justify expending scarce public resources to protect

against rare terrorist events, there is greater justification for

1 The recent outbreak of foot-and-nouth di sease in Europe
illustrates the conplicated |logistics of this task, particularly as the
size of the infected or exposed ani mal popul ation increases.
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undertaki ng steps that will acconplish other inportant policy objectives

and i ncrease preparedness for terrorismas a by-product.

Overarching Mtigation |Issues
A nunber of threat and vulnerability mitigation issues apply to al
three domains, infrastructure, cyber, and agriculture. From our analysis
of California s infrastructure, including interviews with industry
| eaders, we have identified four issues that limt the ability to
prevent and respond to terrorist incidents:
I ndustry fears sharing information with the governnent or other
research bodies related to their perception of the terrorist
t hreat because proprietary information can then be requested by
conpetitors under the Freedom of Information Act or rel evant
public disclosure statutes.
I ndustry may not report incidents because they prefer to limt
damage to what has occurred instead of potentially increasing
darmage by |l owering share prices due to the public’s perception
of increased vul nerability.
Attacks may al so go unreported because of industry concerns
that | aw enforcenent investigations will involve collecting and
sei zing potential evidence that would nmake it difficult to
conti nue business as usual
I ndustry officials al so express concerns about reciprocity in
i nformati on sharing with government agencies. Specifically,
there are industry concerns about providing requested
i nformati on yet not receiving the | evel of feedback presuned to

be appropriate in return.

Overall, it is clear that California, |ike npst other states, |acks
an intelligence systemthat dissem nates threat and vulnerability
information to all of the relevant parties. The list of “rel evant
parti es” becones increasingly conplex as utilities are de-regul ated and
nore private conpani es assunme functions formerly handl ed by public
entities. In addition, the difficulty of devel opi ng such a threat
di ssenmi nation network is heightened by the fact that few of the

i nstitutions whose participation is desired, including public and ani nal
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heal th organi zations, utility firnms, and nost private infornmation
technol ogy firns, have procedures for handling informtion that can be
regarded as | aw enforcenent intelligence. For exanple, there is no
comon requirement or standard for investigating enployees’ suitability
to handl e sensitive information.

I ndustry and private firmrepresentatives that we intervi ewed
repeatedly nentioned the need to protect their conpetitive advantage and
security information. Consequently, many firms were reluctant to share
i nformati on about their security procedures. An industry working group
that coul d devel op recomendati ons about how to provide private
conpanies with incentives to share security information relevant to
terrorism For exanple, conpanies nmay require |egislative protection and
i ndemmi fication to willing share sensitive security information. Many
corporate representatives registered specific concerns about state
freedom of -i nformation requirenments and their ability to protect
proprietary information under these requirenents. In addition, firm
representatives expressed concern about liability from disclosing
weaknesses and vul nerabilities. Even if overblown, this perception is
enough to hanper information sharing for intelligence purposes.

Finally, it is sound policy to periodically re-conduct this type of
vul nerability assessnment. Terrorist opportunities, tactics, and
notivati ons have changed over the past several decades. Periodic
reassessments of vulnerabilities are justified in the face of this

changi ng threat.

Infrastructure Mtigation Strategies

Public Accessibility to Information

For this report, what we regard as highly sensitive informtion on
infrastructure vulnerability was obtained frompublic websites. State
of ficials nmust balance the public’'s right to know with a reasoned effort

to keep information useful to terrorists at least mnimally protected.

M ni mum Security Standards for Infrastructure Facilities
Many infrastructure facilities |ack basic protection neasures. As

state control over utilities is weakened through deregul ati on and
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privatization, state authorities must |ook for ways to ensure that

m ni mum security standards are defined and net.

Promote a Private-Public Dialog on Physical Security

Time and again, we heard fromprivate firmrepresentatives that
they are reluctant to share information with state authorities. In their
view, this would jeopardize their ability to protect what firns regard
as sensitive information. Wthout devel oping a nechanismto ensure
comuni cation and pronote trust, it will be inpossible to develop a

meani ngful intelligence and warni ng networKk.

Expl ore Ways to Develop an Intelligence Network
Currently, there is very little information that is shared between
state, |aw enforcenent, and private entities on intelligence matters. In
our view, this limts the ability to devel op adequate terrorism
prevention capabilities. The state should explore alternatives for

creating an intelligence-sharing community.

Cyber Mtigation Strategies
California' s critical cyber infrastructure systens are generally
wel | protected. Nevertheless, there are sone steps that need to be

considered that will inprove prevention and response capabilities.

Increase Intelligence Gathering

State officials should pronpte ways to routinely coll ect
i nformati on on both cyber vulnerabilities and terrorist activities.
Suggested areas in the forner category include: maintaining real-tine
network maps of critical cyber infrastructure; conducting routine,
i ndependent vul nerability and penetrability assessnments; devel opi ng
i nsider threat nanagenent prograns; and pronoting rapid damage
assessnment capabilities. Simlar strategies need to be adopted with
respect to terrorists, including devel opi ng nethods for preserving

informati on that night be useful in later crimnal investigations.

Attack Adversary Intelligence Gathering
To penetrate cyber infrastructure systens, terrorist groups would

need to conduct active intelligence gathering. To thwart these



-10-

reconnai ssance activities, proactive strategi es may be needed, beyond
traditional nethods, such as firewalls, encryption, passwords, and the
like. In particular, a range of denial and deception nmeasures is

avail abl e, including zone transfers, ping sweeps, trace-routes, port
scans, and social engineering, including the transm ssion of deceptive

i nf ormati on.

Assessnent Capabilities

A state alliance with industry reporting agencies may be needed to
devel op up-to-date and reliable assessnent of cyber threats and
vul nerabilities. Relevant reporting agencies include Conputer Emergency
Response Teans (CERTS), insurance and conputer security conpani es, and
i ndustry trade associations. Such organizations maintain incident
dat abases that have the potential to provide early warning about the
conti nued adequacy of existing cyber protection nmechanisnms at critica

infrastructure facilities.

Agriculture Mtigation Strategies

Qur analysis indicates that the California Departnent of Food and
Agriculture (CDFA) generally lacks the capacity to nmeaningfully nonitor
agricultural hazards and pronote effective strategies for reduci ng them

Particul ar i ssues to address include:

FAD Di agnosti ci an Trai ning

Forei gn Animal Diseases (FADs) are rarely encountered and there is
evi dence that diagnostic abilities in the U S. are declining. FAD
di agnostic abilities and general veterinarian science education are the
first line of defense against agricultural disasters. Increasing skills
in these areas not only protects against terrorismbut also contributes

to public health and safety.

Preparedness and Response Exerci ses

Currently, there are critical gaps in even basic know edge about
the state’'s ability to respond to large agricultural terrorism A
combi nation of simulations and games is suggested. These sinulations

shoul d expl ore issues of resource coordination, carcass disposal, and
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managi ng public reaction to | arge slaughter operations. Al so, case
studi es of the experiences of other states and countries facing sinilar
chal I enges, such as the outbreak of “mad cow’ and foot and nouth di sease
in Europe, would prove very informative in determ ning what preparations

may be necessary.

Logi stical and Physical Infrastructure

There are limts to how quickly ani mal di seases can be di agnosed,
but those limts can be counteracted somewhat by inproving the
comuni cation infrastructure. Tinely comruni cati on about deliberate
contani nation, for exanple, nay help preserve relevant forensic

i nf ormati on.

I nsurance and Conpensati on

A key objective of revising agriculture insurance prograns should
be to design a systemthat maxim zes producers’ incentives to practice
adequate bio-security. As it is now, insurance programs are not an

effective tool in pronoting biosecurity.



