Testimony to the Little Hoover Commission
Public Hearing on Voting Equipment Security
Thursday, July 26, 2018

State Capitol, Room 437
Sacramento, CA 95814

Kenneth Bennett
Program Manager, Voting Solutions for All People (VSAP)
Los Angeles County Registrar-Recorder/County Clerk

Please provide a succinct overview of the responsibilities of the Los Angeles County
Registrar-Recorder and County Clerk. How many registered voters are there in Los
Angeles County and what are the department’s duties in administering elections? What
is the size of the department’s budget and staff?

The Registrar-Recorder/County Clerk is responsible for registering voters, maintaining voter
files, administering federal, state, local and special elections and verifying initiatives, referenda
and recall petitions. Los Angeles County, with more than 500 political districts and 5.2 million
registered voters, is the largest and most complex county election jurisdiction in the country.

The Registrar-Recorder/County Clerk also records real property documents; maintains vital
records of births, deaths and marriages; issues marriage licenses; performs civil marriage
ceremonies; oversees countywide records management and archives programs and processes
business filings and other documents. Annually, the Department records more than 2 million
real estate documents, issues 1 million certified copies of vital records, issues 59,000 marriage
licenses and processes more than 20,000 fictitious business name filings.

The Department serves an estimated 3,500 customers daily and has a staff of approximately
1,000 employees with an annual budget of $155 million.

Given the size of the population of Los Angeles County, what challenges exist in the
deployment and oversight of voting equipment throughout the region? What challenges
exist with respect to the physical security of ballots?

The County of Los Angeles is the most populous county in the United States, with over 10
million inhabitants. Spanning just over 4,000 square miles, it also has one of the largest
geographic areas. The County’s cultural diversity and language demographics require that
election services be provided in twelve languages in addition to English. These characteristics
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create several challenges for the administration of elections not experienced by most other
election jurisdictions in the country.

Election Configuration and Equipment Preparation

Los Angeles County has numerous federal, state, and local districts. For major Gubernatorial or
Presidential elections, these overlapping geographies result in nearly 5,000 voting precincts and
hundreds of unique ballot styles. When political parties and languages are considered, the
volume and complexity increase by orders of magnitude. The process of configuring, proofing,
and testing the ballot styles and associated election data in this environment is complex and
time-consuming, and involves both paper and digital media.

Under the County’s new Voting Solutions for All People (VSAP) voting model, the voting
experiences for in-person voting at vote centers, and Vote by Mail (VBM), will be supported by
distinct ballots designed especially for each mode of voting. Voting at vote centers will involve a
very large number of Ballot Marking Devices (BMD) programmed with election data and
hundreds of ballot styles translated in the supported languages. A new responsive web-based
application called the Interactive Sample Ballot (ISB) will be made available to voters and will
also support subscriptions to remote accessible VBM (RAVBM) and uniformed and overseas
citizens (UOCAVA) voting services. This new service will require yet more configuration,
preparation, and translation of election data.

The processes necessary to configure election data and materials in all supported languages,
and to program and test the voting equipment, require several months and hundreds of
personnel with special skills in technology, languages, and election operations. They also
require detailed and disciplined project management and quality control to ensure that all tasks
and activities are completed accurately and on time.

Voting Equipment Deployment

Many of the challenges that exist in securing and overseeing voting equipment for field
deployment in Los Angeles County are like those for other counties in the State of California
(State). What makes Los Angeles County’s challenges unique are due to its scale.

The VSAP vote center model will allow voters of all abilities to vote on a universal accessible
voting device at any one of approximately 1,000 vote centers situated throughout the County.
To support this model, the County will deploy tens of thousands of BMD devices and electronic
voter rosters and will maintain their security throughout the deployment.

The devices will be stored in the County’s secure election operations center, where each device
will be loaded and configured for the election over a secure, air-gapped network, and then
manually inspected and tested. After successful inspection and testing, access points for each
device will be secured using locks and serialized tamper-evident ties and seals. The devices
will then be staged and loaded onto hundreds of secure trucks for transportation to vote centers
according to a detailed logistical plan. While set up at vote centers, which may be open from 4
to 11 days, including Election Day, all devices will be accompanied by two or more election
workers and situated in a space that can be secured and monitored. Following the election,
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these devices must then make the return trip back to our Election Operation Center through a
similarly detailed logistical plan.

Throughout preparation, transportation and field deployment, processes will be followed for
conducting regular security inspections, monitoring and logging locks and serialized tamper-
evident ties and seals, managing access control, maintaining chain-of-custody, and tracking
location. Ensuring that all devices are secure and accounted for while in the field requires the
development and execution of detailed and often manual processes by thousands of staff
located in our Election Operations Center (EOC), on our transportation teams, and at voting
locations. Where feasible with respect to cost and process complexity, we will use asset
tracking software, such as RFID or GPS, to automate custody control processes.

Physical Ballot Security

Blank ballots will be delivered in a secure, sealed container to the voting location with a manifest
that allows election workers to verify the quantities of ballots received. Voted ballots will be cast
in a ballot box secured with tamper-evident locks and seals, which is monitored and inspected
periodically. At the end of the voting period, procedures will require election workers to account
for all voted, unvoted, and spoiled ballots. The voted ballots will be separated from unvoted and
spoiled ballots and secured in a sealed container with a manifest. This container will be
transported by two election workers to a collection center, and then transported by County
Sheriff’'s deputies to the central count facility where the container will be inspected, logged, and
opened, and the ballots inspected and processed. The transportation of voted ballots back to
the central count facility will be tracked and monitored. Ballots will be stored for the required
retention period in the secure central count facility equipped with keycard access control, video
surveillance, and intrusion detection. Access to all ballots in ballot storage will be secured and
logged.

While these procedures for ballot handling, transportation, and accountability are effective in
keeping physical ballots secure, the biggest challenge we experience is ensuring election
workers correctly follow procedures for packaging and delivering the secured container of voted
ballots at the end of a long day running a voting location. Under the new VSAP voting model,
this issue will be mitigated by reducing the number of voting locations from nearly 5,000 polling
places to approximately 1,000 vote centers. Since vote centers will be open for multiple days,
these procedures for ballot handling, transportation, and accountability will need to be carried
out every day the vote center is open. The repetition of this process will provide opportunities to
strengthen and improve the correct execution of procedures but will also involve a significant
increase in the logistical costs of running an election.

Election Worker Recruitment and Training

To successfully carry out a major Countywide election, the County of Los Angeles must recruit
tens of thousands of election workers, and all of them must be well-trained on security
procedures specific to their area of operation. It is often challenging to recruit enough people
and to provide them with adequate training in the short period of time leading up to an election.
As voting environments introduce technology to deliver a modern, accessible voting experience
to the electorate, the diversity of election workers’ technical skills also becomes a factor in
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training election workers on the procedures necessary to secure voting equipment and facilities.
This factor may be mitigated by designing usable training materials to effectively convey
technical concepts and security procedures, and by providing online tools and call center
resources to support election workers in real time, however these mitigations also come at a
cost.

The Commission received an introduction to Los Angeles County’s open source voting
system during its September 2017 hearing on voter participation but would like to learn
more about the intersection of the county’s new system and security. How will the new
system address current security concerns?

The VSAP solution has been designed for security from the outset and addresses it in several
ways, as described below.

Voter-verified Paper Ballot — The VSAP solution only supports the use of a voter-verified paper
ballot, which is the official record of the votes cast. The ability for the voter to verify that the
paper ballot accurately records the voter’s intent is a fundamental principle of election security,
since it ensures that a system cannot maliciously change the voter’s intent without detection
(a.k.a. software independence).

Ballot-level Auditing — The VSAP Tally System enables the auditing of individual cast ballots,
such that one may trace how a voted paper ballot is scanned to an image, how the image is
recognized and turned into a record of ballot selections, and how election business rules are
applied to the ballot selections to create an electronic cast vote record that can be tallied. The
ability to perform such a trace and confirm the veracity of the electronic cast vote record is an
essential requirement for evidence-based elections using risk-limiting audits.

Open Integration Specification with Enterprise Signing — The various components of the end-to-
end VSAP solution are integrated using interface specifications that allow data to be transmitted
from one component to another. Interface files are in JSON (JSON?) format, an open-standard
file format that uses human-readable test to transmit data. These files allow for component-level
testing of the end-to-end solution and are digitally signed by an enterprise signing authority to
validate the authenticity of the integration files. Moreover, ballots cast in vote centers are
digitally signed by the BMDs, and the Tally System checks the digital signatures on the paper
ballots to verify their authenticity prior to tabulation.

System Independence — The Tally System resides on an air-gapped network and is not
connected to the BMD devices. Vote data is never stored on the BMD devices and transferred
to the Tally System via the voter-verified paper ballot. The human-readable text on the ballot is
the official vote of record for a manual recount, and the QR code that enables machine-reading
of the votes by the tally system is open, transparent, and independently auditable.

Threat Modeling and Security Planning — In Phase 3 Design of the VSAP, the County performed
threat modeling of the VSAP solution to identify security concerns in the solution design and
documented those threats and their mitigations in the System Security section of the Software
Solution Design Document. As part of Phase 4 Implementation, the County is requiring the
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development of a comprehensive End-to-End Security Plan that addresses all aspects of VSAP
implementation, from the development environment to help desk operations.

CVSS Security Standards — Test-driven development aligned with the California Voting System
Standards (CVSS) is being used to develop the VSAP solution. The CVSS requirements for
software security are the basis for specific test cases to verify that the solution meets the
security expectations of the CVSS.

NIST 800-171 Guidelines — The development and operational environment for the VSAP
solution is following federal guidelines for the security of facilities, systems, and software, and
the security and confidentiality of data used and stored in that environment.

Network Security — The implementation of vote centers and Conditional Voter Registration
(CVR) will require network connectivity, so that electronic rosters can communicate with the
County and Statewide voter registration databases. County network and information security
experts, coordinating with State and Federal cybersecurity resources, will develop and lead a
program to establish, secure, and monitor the network connections for each election.

What are the constraints of the current state certification process for voting equipment
on a system that has been built from the ground up? How does Los Angeles County’s
new voting system compare to vendors’ proprietary systems in terms of security?

The state’s certification process is intended to provide counties some assurances that
commercial voting systems meet minimum quality and performance requirements, as defined by
the adopted California Voting System Standards, and can be trusted to produce accurate
election results for federal, state, and local contests. While this is a critical and important role of
voting system certification, it is not necessarily an efficient or effective approach for building a
publicly-owned voting solution. Historically, the testing process has taken a waterfall approach,
where a commercial voting system vendor builds a proprietary end-to-end voting solution, and
then after it is fully developed, they “throw it over the wall” for it to be tested by the State, only to
find, quite often, it is not compliant.

For a publicly-owned voting solution which exists as an open technology in the public trust,
there is greater efficiency and benefit to a certification process that takes a more collaborative
Agile approach to certification. Being able to conduct certification testing frequently and earlier
in the development life cycle, and on a component level, allows solution developers to quickly
identify non-compliance issues at a time when changes to the solution are less costly to make,
and to iteratively develop an ever better performing and more secure product. It encourages
development to be test-driven, so that the solution is built from the outset with compliance to
performance standards in mind. A certification process that allows the State, as the regulatory
agency, to observe, evaluate, and digest iterative testing results would be an efficient way to
support the building of a voting solution that is high performing and inspires public confidence
and trust.

While Los Angeles County is not able to comment on the security of other proprietary voting
systems, the County does believe its approach to the testing and certification of a public-owned
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voting system will result in a more secure solution. Collaborating with the State, and utilizing
provisions of SB360, the County intends to test the solution as early as possible in the
development process, and plans to engage test labs, academics, security testing teams, and
other organizations, to ensure the highest possible security and performance of the solution.
The County took this approach with the development of VSAP Tally System Version 1.1.2.2,
which will be used to tally VBM ballots in the November 2018 General Election, and it has
resulted in a better and more secure Tally System being presented for certification.

How will necessary security modifications be made in Los Angeles County’s new
system? Will Los Angeles County staff perform these modifications and upgrades?

Ideally, security non-compliance issues will be discovered by our contracted development
partners through test-driven development and solution testing, as described above, and
resolved prior to system certification. If security modifications need to be made after the system
is certified and delivered, they would first be evaluated and, if feasible, implemented by the
County development team. If not, the County may seek contracted development partners to
implement the modifications as part of a support contract.

Are there any supply chain security concerns?

In executing the contracts with its solution development partners, the County has been very
careful to segregate software development from hardware development. All software
development for the VSAP solution, including application software and subcomponent firmware,
is required to be carried out within the United States and by software developers who have
signed confidentiality agreements and have been fully vetted through a federal background
check process. BMD hardware final assembly and loading of production software onto
production BMD hardware is also required to be done within the United States using a similar
vetting process.

Most BMD hardware subcomponents will be sourced overseas. The first tier of this supply chain
includes partners of the County’s Prime Contractor, who will develop and manufacture the
BMD’s custom electro-mechanical hardware components. All manufacturing partner staff
leading this hardware subcomponent development and manufacturing have been vetted through
a national background check and have signed confidentiality agreements. The second tier of the
supply chain includes suppliers of commercial and industrial off-the-shelf parts that will be used
in the manufacture of the hardware subcomponents. These second-tier partners are not
manufacturing any subcomponents and have signed confidentiality agreements.

The County believes this strict segregation of hardware and software adequately addresses
security concerns about the supply chain. It is important to note, however, that production units
must go through testing prior to the certification of the solution, and that as a publicly-owned
solution, the County reserves the right to allow additional testing of the software and hardware
to ensure any security concerns are addressed.
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Are there other security concerns that could emerge from the deployment of the new
voting system? If so, how does the county plan to address those? Are there ways in
which the State of California can help Los Angeles County better secure its elections
systems?

As noted in answers to the questions above, security of the VSAP solution has been a top
priority from the inception of the program. The VSAP program is taking a security-driven
approach to solution design and development, and this same mindset will govern how the
County approaches deployment. To ensure the County prepares adequately for production
deployment of the solution, the County has developed an implementation strategy to
progressively test the solution in the deployed environment. Following are key milestones of the
implementation strategy:

e Vote Center Test Lab Testing 1 — June 2019

o Vote Center Test Lab Testing 2 — July 2019

e 2019 Mock Election — September 2019

e November 2019 Pilot — November 2019

e Vote Center Demonstration Centers — December 2019-January 2020
¢ Full Rollout — March 3, 2020

The intent of the Vote Center Test Labs, the Mock Election, and the November Pilot is not only
to test the functionality of solution in a deployed environment and to practice the processes and
procedures that have been developed to carry out deployment, but also to test the security of
the solution in the deployed environment. The County plans to engage 3" party organizations to
help the County identify and mitigate any security concerns and would welcome ideas and
support from the State of California.

Could Los Angeles County’s new voting system influence how other counties in
California run their elections? Put differently, would it be possible for other counties to
adopt Los Angeles County’s system, or elements of it, and modify it to meet their own
needs?

It is the intent of Los Angeles County to allow the VSAP solution, as an open technology in the
public trust, to be shared with other jurisdictions who are interested in adopting it, either in whole
or in part. It is possible, for example, to just adopt the software and not the hardware (or vice
versa), or it is possible to adopt just one component. However, the timing and mechanism by
which that sharing would take place still needs to be further elaborated. The governance model
of the solution, and how it will be funded, will be especially critical to the long-term maintenance
and support of the VSAP as a certified voting solution, and in ensuring that, as the solution
evolves through modifications, fixes, and enhancements, the various participants in the solution
(election jurisdictions, developers, integrators, etc.) receive reciprocal benefits.
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What are the lessons learned that the State of California or other counties can take away
from Los Angeles County’s process of incorporating security, among other features, into
its voting equipment?

There are several principles around security that have emerged throughout the VSAP program.

The first is to keep security top of mind. The County kicked off its VSAP symposium in 2009 with
discussions on security, and then incorporated security as one of the 14 Voting System Guiding
Principles that have constituted and governed the spirit and direction of the program from the
beginning. Security was then addressed substantially in the design phase of the program and is
now being approached comprehensively in the implementation of the production solution.
Having said this, it is also important to understand that security concerns must be balanced with
other fundamental voting system principles, especially accessibility. Recognizing that there are
trade-offs between security and accessibility, security and performance, or security and
usability, is critical. It is in finding the right balance of these principles where voters’ trust and
confidence in voting systems and democratic processes is maximized. To wit, if voters do not
vote because the voting experience is not usable or accessible, then what is the value of
security?

The second, as already noted, is to test early and often. Iterative security testing based on test-
driven development principles and engaging professional security testing organizations early in
the design and development cycle is the best way to identify and address security issues as
they arise, before they become a problem, or are costly to remedy.

The third is that transparency complements security much more than obscurity. Opening
systems and processes to daylight, allowing for scrutiny, and being receptive to constructive
criticism serves to sharpen the awareness of potential security threats and encourages solutions
for mitigating them. This does not necessarily equate to allowing free and uncontrolled access
to systems and processes. Governance is essential to security, but it should be focused on
maximizing transparency.

The last is that security is an activity or process that is constantly practiced, not a state or
destination at which one arrives. The security landscape is always changing. It is a battlefield,
so to speak, where only the vigilant, the proactive, and the prepared survive.

How would replacing the 1 percent manual tally with risk-limiting audits modify the
amount of time and resources necessary for the election certification process in Los
Angeles County?

In theory, risk-limiting audits (RLA) would reduce the amount of time necessary to audit election
results, because the margin of victory that determines the number of ballots required for the
RLA is, for most contests, relatively large, and therefore the number of ballots that must be
retrieved and audited for a contest is relatively small compared to a traditional 1% Manual Tally.
However, as the margin of victory narrows, the RLA could require an ever-increasing number of
ballots to verify that election results were correct, culminating in a 100% manual recount. For
small local contests with relatively small voter populations, such a scenario seems feasible. For
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a Countywide contest in a high turnout election in Los Angeles County, however, a 100%
manual recount is not only a time-consuming logistical challenge requiring hundreds of staff
resources, it is questionable that such a hand count of 2 to 3 million ballots would be
demonstrably more accurate than the machine-tallied results.

Another logistical challenge for RLA is that it requires, in theory, that all ballots for a contest
have been counted prior to beginning the RLA. In Los Angeles County, where the entire 30-day
canvass period is consumed in the processing of ballots and updating election results, that
would mean that RLA could not begin until after the legal period for conducting the canvass and
certifying the results had expired. Extending the canvass period does not necessarily solve the
problem, since there are many jurisdictions with legal mandates that are dependent on the
timely completion of the 30-day canvass. Conducting an RLA for a statewide contest introduces
other scaling problems and complexities associated with coordinating RLA activities and results
across election jurisdictional boundaries.

Much of these scaling and timing problems could be mitigated somewhat by refining the scope
of an RLA to include only the Election Night population of ballots and treating it as the entire
universe of ballots for a contest. While technically this would not verify the correctness of the
actual election results, especially for a Statewide contest or one spanning multiple counties, and
thus may not meet the strict definition of an RLA, conducting an audit of Election Night results
using RLA methods may provide better statistical proof of the accuracy of the vote tabulation
than the current 1% Manual Tally process.

Any consideration of replacing the 1% Manual Tally with a RLA must also consider paper ballot
retrieval in the context of the system environment. While the VSAP Tally System is designed to
support ballot-level auditing and RLA, it is also designed to support the vote center model,
which allows voters to vote anywhere. When BMD ballots come back from vote centers in
random order, retrieving paper ballots for a given contest is complex and time-consuming, and
requires more resources than the 1% Manual Tally process.

Other witnesses at the hearing will tell the Commission that a risk-limiting audit should
be conducted via a physical hand count; in a call with Commission staff, however, Los
Angeles County staff indicated that a risk-limiting audit using ballot images would make
logistical sense for the county. Please explain why this is the case.

As noted in the answer above, finding and retrieving ballots that are distributed in random order
throughout many storage boxes is much more time consuming and resource-intensive than
conducting the 1% Manual Tally by box (batch). Obviously, ballot retrieval is easier when the
number of RLA ballots is small, but as the number increases, the process does not scale.
Finding paper ballots, retrieving them, verifying that the correct ballot was retrieved, organizing
them for an audit and returning them to the correct boxes can quickly get out of hand. Some
have suggested that sorting paper ballots by precinct or ballot style could mitigate the
complexity of the ballot retrieval process, but it just shifts the operational complexity, time and
resources required to conduct the audit to a different operation and adds wear and tear (and
potentially damage) to the ballots.
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Using ballot images, on the other hand, allows images to be retrieved, sorted, and evaluated
digitally using database queries. Applications for automating and controlling the review of ballot
images can also help to streamline and shorten the process. Where necessary or desirable, the
retrieval of a paper ballot for confirmation would remain an option.

Arguments have been made that commercial off-the-shelf scanners cannot be trusted to capture
high-fidelity images of documents, but that argument currently lacks sufficient supporting data
and would seem to call into question many other fundamental business and government
processes vital to the functioning of society. In any case, spot-checking of images taken by
scanners used to scan ballots and the processing of Logic and Accuracy and other tests on the
scanners may prove adequate to confirm the high-fidelity performance of image capture.

Further research and confirmation of these processes and associated technologies is needed
before determining the fidelity of an effective, efficient, and appropriate RLA process.

Los Angeles County has advocated for legislation that defines principles and objectives for RLA,
but that leaves to regulation the fine details of how and when to conduct such an audit.

Additionally, the Commission would be interested in any other information or
recommendations that county election representatives believe would be useful as it
studies voting equipment security.

Attached for further reference related to the VSAP are the following documents:

e Security Comparison BMD vs DRE

e VSAP Security Features

e VSAP and California Voters Choice Act (CVCA)

e Vote Center Placement Assessment (VCPA)

e Why not just use pens to mark a ballot? (Blog Post)
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W VOTING SOLUTIONS FOR ALL PEOPLE

SECURITY BMD DRE

Ballot Marking VO  Direct-Recordi
CO M PA R I S O N : gevii; - IreEﬁect(:;:\)irc -

The key security feature of a BMD compared to a DRE
is that it produces a human readable paper ballot

PAPER ELECTRONIC
BALLOT BALLOT
Human readable for voter verification, Intangible record of voter intent that
auditing, and recounts cannot be easily verified by the voter
Supports end-to-end auditability from Limited ability to audit that ballots
paper ballot to tallied cast vote record were counted as cast

Tallied centrally in a secure facility on an
independent vote tabulation system

Ballot not stored electronically on Ballot stored electronically on device;
device; clear chain of custody increased risk in data transfer
Cannot be altered without detection Can be difficult to detect altered

ballots and tallies

For more information, visit VSAP.lavote.net



W VOTING SOLUTIONS FOR ALL PEOPLE

Giving Los Angeles County voters a secure, accurate,
SECURITY

and transparent voting experience.

The new voting experience in Los Angeles County is designed to
be secure and transparent for all voters. There are various system
elements that protect the integrity of elections and the voting process.

SECURE DESIGN n

The Ballot Marking Device (BMD) prints a voter verifiable paper ballot. The

voter's selections are printed in human-readable text and are the official '
vote of record. By design, the BMD is not connected to any network or the

internet. It also does not store any voter data or tally votes.

PRIVATE AND CONFIDENTIAL

The voter information on the E-pollbooks is not connected to the BMD
or the vote tally system. They remain independent from one another to
protect voters personal information. Printed ballots do not contain any
voter information.

MULTI-FACETED ACCESS CONTROLS

The Los Angeles County Registrar-Recorder/County Clerk’s office
maintains appropriate security protocols for each step of the voting
process. Election staff have user-specific credentials to lower the
likelihood of unauthorized access. The use of locks and tamper-
B

evident seals on the Integrated Ballot Box (IBB) and sensitive election
equipment protects the integrity of all elections and ensures a
verifiable chain of custody.

TRANSPARENCY AND ACCESSIBILITY

The new voting experience incorporates the necessary defense
against system vulnerabilities while ensuring transparency and
public access to the elections process by conducting a 1% manual
audit of ballots cast is conducted during the post election canvas
period prior to certification.

For more information, visit VSAP.lavote.net




THE CALIFORNIA VOTER'S CHOICE ACT

Modernizing the Voting Experience by 2020

ONE VOTER

ONE DAY

ONE LOCATION
ONE DEVICE

Voters can only vote at one
location on one day between
7:00am and 8:00pm

Voting equipment is
outdated and inaccessible
to many voters; limited to
one device per location

Early voting only available
at a limited number of
locations in the County

Paper rosters are printed in
advance and often require
supplemental printing

VBM is difficult to use for
many with no drop-off
locations available

Future

ALL VOTERS
11 DAYS
ALL LOCATIONS

ALL DEVICES

Voters can vote at
vote center throughout
the County

Fully accessible voting
equipment available at

vote center;
devices

Voting available for
at vote centers throughout
the County

Electronic rosters accessing
data in and allow
for same day registration

VBM is accessible and easier
to use with over 150 drop-offs
available across the County

California’s voting experience is outdated and in critical need of modernization.
Voters should be able to vote when, where and how they want. The California
Voter’s Choice Act is an important step to accomplishing these goals.

For more information, visit VSAP.lavote.net




W VOTING SOLUTIONS FOR ALL PEOPLE

VOTE CENTER PLACEMENT ASSESSMENT

In 2020 Los Angeles County will transition from polling places to Vote
Centers. To ensure these locations are accessible to voters, the County has
partnered with experts to conduct the Vote Center Placement Assessment.

WHAT WE'RE DOING

LA County will conduct a comprehensive spatial analysis to understand when and where voters are
most likely to vote.

=
Accessibility Security Proximity Convenience Availability
HOW WE GET THERE WHAT VOTERS GET
To ensure that community needs are A new voting experience
addressed, the County will: Convenient, secure and accessible Vote
Work directly with citizen advisory groups; Centers available 11 days
Hold stakeholder meetings; Vote by Mail Drop Box Locations available for
Conduct community surveys; 29 days
Provide an interactive online platform to Mobile and Pop-up Vote Centers
collect community input. Flexibility to vote at any location in the County

For more information, visit VSAP.lavote.net




Why not just use pens to mark a ballot?

by Whitney Quesenbery

Making voting universal (and secure)

Picture this: It's Election Day, 2020, and some states are reporting massively
long lines of voters waiting to get a ballot, mark it, verify it, and cast it. Others
have no lines at all. A few are celebrating higher turnout but shorter lines.

What's different in these places?

Or perhaps on that Election Day some voters can mark their ballot with no
problems, while others use antiquated systems that take a long time to use.
Still other voters have to ask someone to help them because there are no
accessibility features to help them mark their ballot on their own.

Which voter would you rather be?



A voting system for everyone

The Help America Vote Act (HAVA) was passed in 2002 to improve voting
for everyone. It said that every polling place has to have a way for voters
with disabilities to vote privately and independently, as other voters do.

A voting system is more than just a way to mark a ballot. The way we vote
should reflect basic principles for trustworthy elections:

Everyone can use the same voting system

Everyone can mark their ballot without errors

There are paper ballots to provide a way to audit or recount the election
Ballots can be counted quickly and accurately

Everyone can have confidence in the election results

Maybe you are thinking, “How hard can it be to fill in a few circles on a paper
ballot?” There is a lot of evidence from real elections that it's harder than you
might think, especially if the paper ballot is not designed well. Having a way
to verify how your ballot will be counted makes a big difference to whether
your vote counts.

In the 2016 California Senate primary, there were 34 candidates—enough to
force the display of the contest across 2 columns on paper ballots. Where
that happened, the number of people who voted for more than one candidate
was a high 1.4% for districts where the ballots were checked and counted in
the polling place. Where ballots are counted at a central office, the overvote
rate was a shocking 4.9%, showing how important error checking is in
helping voters verify their ballot. Compare that to still-high-but-more-
reasonable a 0.7-0.9% rate for a single column display.

Ballot marking devices

For jurisdictions that use paper ballots, that usually means there is a ballot
marking device. That's a computer that acts like a pen, but is fully
accessible. Voters make their selections through a digital interface and when
they’re done, the machine prints a human-readable, human-countable ballot
that is cast with all the other ballots.

Ballot marking devices can help many voters, and they are more usable and
more accessible than they have ever been. By displaying and marking the
ballot on a screen, voters can adjust the text size if they need it a little larger
because they don’t see well (or may have left their glasses at home). Ballot



marking devices can be an efficient way to provide ballots in alternative
languages. Reading the ballot aloud (through headphones) helps voters who
don’t read well and those who cannot see the screen. Every ballot marking
device interface can be personalized, so no one has to request a special
voting machine to use accessibility features. Every voter at a polling place or
vote center can use the same voting system.

But the most important benefit is that ballot marking devices include features
that help ensure that they capture a voter’s intent and record it in a
consistent way. These features include preventing overvotes, warning about
undervotes, and a review screen that lets the voter confirms their selections
in each contest before printing a ballot.

In other words, ballot marking devices combine an electronic interface and a
printed paper ballot in a way that helps everyone. In addition to creating a
consistent experience for voters, they can also improve elections in general
by reducing the number of ballots that are challenged (or that can’t be
counted) because they have ambiguous marks.

Two concepts seem especially promising for making ballot marking devices
the universal voting system: printed ballots with voter selections and the use
of QR or bar codes.

Voter-selections ballots

Most paper ballots look like a standardized test with lists of options and
circles, squares, or ovals to fill in to select your answer. On a ballot, a voter
verifies their selections visually, by the relationship between the candidate
name and the location of the mark. The optical scanners that count these
ballots look for marks at specific locations on the ballot. The scanners are
programmed to connect those locations to the candidate.

Ballot marking devices have an alternative. They can print a list of all of the
contests on the ballot and the voter’s selections (or if they haven’t made one
for that contest). It’s like a conversation:

1. The voter marks and reviews their choices on-screen

2. The voting system replies by showing the list of selections

3. The voter checks that list to verify that the ballot reflects their intent
4. And then casts their ballot



Voters not only review how they have marked their ballot, but also get a
confirmation of how the system interprets their marks.

There are a lot of benefits to a voter-selections ballot:

e Better verification. Voters just read the list instead of relying on their
assumptions about how their ballot will be counted.

e More accessible. Voter who need help reading printed material can use a
magnifier or a personal device that converts printed text to electronic text.

e Easier for people with low literacy. The words on the ballot focus on the
candidates who have been selected. Fewer words, easier to read.

We also believe that more people will verify their vote when it’s on the actual
ballot to be counted, not a “receipt.” Security experts tell us that only a
relatively small number of voters need to verify ballots on each voting
system, but obviously, the more who do, the better.

We'd love to see more research on how people—especially new or
infrequent voters—interact with voter-selections ballots. There has already
been robust design research and usability testing in Los Angeles County as
part of the work to develop a new voting system. All their reports are online
at http://vsap.lavote.net/

But more general research could build confidence in these ballots and help
develop good design guidelines. (Hint to funders!)

QR codes

QR codes—those little squares of squiggles—are the second part of making
voter-selections ballots work.

Ideally, the ballots would be counted by reading the names printed on the
ballot, but character recognition (OCR) is not yet fast enough or accurate
enough to use in an election. The Los Angeles project reviewed current
systems, and we believe their conclusion. Of course, technology is always
getting better, so the day when a voting system can read the printed text
may not be far off.

Scanners can read QR or bar codes very accurately, so the solution is to put
all of the selections into a code. There is a potential problem: what if the
system encodes something different than the selections printed on the


http://vsap.lavote.net/

paper? There have to be rules to make sure this can be checked easily.
There are three simple rules:

e The code and the list must be on the same piece of paper, so it's easy to
audit.

e The code must be a public specification. That includes both the encoding
method and how the information in the code is read.

e The ballot information on the code and paper must be the same.

This combination of a selections-only ballot and a QR or bar code is already
In use in some voting systems. Oregon has used it for their accessible vote-
by-mail ballot for many years. Military and overseas voters have an option to
use a similar system that sends a digital ballot marking program, so they can
mark, print, and return their ballots within the deadlines. The codes are also
useful as a backup if a ballot is too damaged to run through the high-speed
scanners.

Running elections

Let’s go back to those scenarios at the beginning of this article.
Can ballot marking devices help with long lines? Maybe.

They are certainly a good alternative to computer voting equipment that
records votes electronically with no audit trail at all. Jurisdictions currently
using these “direct recording electronic” (DRE) systems already know how
many they need to keep their lines under control and can replace them with
ballot marking devices and a ballot scanner.

They are more streamlined than a ballot-on-demand printer because every
voter is handed a blank ballot paper to be printed with their selections.

They are fully accessible, so there is no special accessible voting system
that poll workers have to learn to set up and operate.

There are innovations that can make using a ballot marking device even
faster. Los Angeles County has tested the idea of an interactive sample
ballot that would let voters make their choices at home. Then, at the polling
place the voter can quickly transfer those choices to the ballot marking
device, make any changes, and then proceed to review, print, verify and cast
the ballot. This idea was tested in an academic research project that showed
it could speed up voting and reduce lines.



We've already talked about how ballot marking devices help many voters—
with disabilities, overseas voters, voters who don’t read well, or who use an
alternative language.

Voter-selections ballots are also easy to audit. They don’t even have to use
the codes for the audits or recounts. Those second-checks could use the
printed names, since most voters will have used that list to verify their vote.

Summing up
Let’s review.

Digital ballots help people vote independently and privately, with accessibility
options.

Ballot marking devices produce the printed ballot that is critical for audits and
recounts.

A printed ballot that’s easier to read means more voters verify their ballot,
adding to confidence in the election.

QR codes make it possible to count the ballots as quickly and accurately as
we expect in today’s elections, no matter what size paper they are printed on
or what font is used.

The QR codes can also be audited for accuracy as part of strong election
integrity procedures.

What’s not to like?

This article is also available on medium.com/civicdesigning

Resources
Field Guide Vol. 1: Designing usable ballots
Los Angeles County Voting System for All People
Anywhere Ballot
Principles for remote ballot marking systems (PDF)


https://medium.com/civic-designing
https://civicdesign.org/fieldguides/designing-usable-ballots/
http://vsap.lavote.net/
https://civicdesign.org/projects/anywhere-ballot/
https://civicdesign.org/wp-content/uploads/2015/09/Principles-for-remote-ballot-marking-systems-16-0210.pdf
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